STRATEGIC LAW AVOIDANCE USING
THE INTERNET: ASHORTHISTORY

TiM WU"

We are now some twenty years into the story of the Intérimetid
challenge to law and the legal system. In the early 2000s, Jack Goldsmith
and | wroteWho Controls the Interngt book thamight be understood as
a chronicle of some the early and more outlandish stages of the* story.
Professs Pol | man a ® dexcelerd r articldé Regulatory
Entrepreneurshipaddsto and updates that story with subsequent chapters
and a sophisticated analysis of the strategies more recently employed to
avoid law using the Internet in some wayvhile Pollman and Bari
article stands on gown, | write thisArticle to connect these two periods. |
also wish to offer a slightly different normative assessment of the legal
avoidance efforts described here, along with my opinion as to how law
enforcement should conduct itself in $kesituations.

Behind regulatory entrepreneurship lies a history, albeit a short one,
and one that has much to teach us about the very nature of law and the legal
system as it interacts with new technologies. Viewed in context, Pollman
and Barrys firegulabry entrepreneugscan be understood as, in fact, a
second generation of entrepreneurs who learned lessons from an earlier
generationthat wasactive in the late 1990s and early 2000s. What both
generations ha in commonis the idea that the Internet migbrovide
profitable opportunities at the edges of the legal system. What has changed
is the abandonment of walled fievasiom strategied ones that relied on
concealment or geography (described befoawhd a migration to

* |Isidor and Seville Sulzbach@rofessor at Columbia Law School. The author was previously
senior enforcement counsel and special advisor to the New York Attorney General. The opinions
expressed within are not to be attributed to anyone other than the author.
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strategies depending afavoidance that is, avoiding the lafs direct
application. In particular, the most successful entrepreneurs have relied on
what might be called a mimicry strategy: they shape potentially illegal or
regulated conduct to make it look like legal or unregulated conthereby
hopefully avoiding the weight of laws and regulatory regimes.

| take a different, though not necessarily inconsistaeormative
position than do Paihan and Barry. Law avoidance is a complex
phenomenon. Some of it is undignified avoidance ofdéns faced by
others, andt is not much different, normativelffrom securities fraud or
tax evasion. But it is also true that, over the long history of the Anglo
American system, efforts to avoid the law have played an important, and
sometimes essentjalole in the process of legal evolutiamat is, in the
process of thesalutary adaption of our legal system to our current
normative and technological environment. Sometimes technologies may
genuinely mke laws obsolete or unnecessary. Sometimes it asgihg
social norms that prompt challenges to the law: the best of such efforts, like
forms of legal disobedience during the civil rights era, have become
understood as dignified and justified.

But laws do not challenge themselves: someone or something mus
prompt a reevaulation of an existing regime, which | think is the strongest
normative case for some tolerance of regulatory entrepreneurship and other
forms of law avoidance. That said, for such a reexamination to provoke a
full debate | think it esserial that law enforcement play its part in the
dialogue. Sometimes it should vigorously enfofte | d  Unkess ghe 0
law in question is so obviously moribund that doing so would be ridiculous.
Enforcement creates an adversarial process where we, the, pcdmh
reexamine whether the values and goals that motivated tlae désactment
remain important or valuable today. This is, of course, necessarily an
imperfect process, but one that | think is part of the poorly understood path
of legal evolution. The aiiggle surrounding the Interifetchallenge to law
provides a good opportunity to consider these questions afresh.

* *

Let us return to the 1990s when the Internet and the Web were new, or
at least newish. In those dayise online world was frequently de&ed as
afiplace or afispac® where one went, and the monikyberspacewas
used by respectable peopl€hat metaphor of space helped lead more than

3. Lawrence Lessig,The Zones of Cyberspacd8 STaN. L. Rev. 1403, 1403 (1996)
(AfiCyberspace is a place. People live there. They

experience
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a few people to think that perhaps the Internet would become a location
where one might do thingsahthe law had previously barred. For who was
to say what law actually governédyberspaca¥The best legal articulation
of the point came from David Johnson and Robert Post, who wrote in the
Stanford Law Review
Cyberspace radically undermines the relaship between legally
significant (online) phenomena and physical location. The rise of the
global computer network is destroying the link between geographical
location and: (1jhe power of local governments to assert control over
online behavior; (2)he effectsof online behavior on individuals or
things; (3)thelegitimacyof a local sovereigis efforts to regulate global
phenomena; and (4he ability of physical location to giveotice of
which sets of rules apply.

Meanwhile, the idea of using theternet as a challenge to territorial
sovereignty was, quite literally, the subject of science fiction. Neal
Stephensais 1999 novelCryptnomiconpresented the exciting premise of
building afidata haved in some remote country with loose laws, which
might then be accessible from everywhere, thereby rendering the law itself
obsolete.

Perhaps influenced bfryptnomicon or by John Perry Barlod
declaration thatficyberspacé was fisovereigny’ the first generation of
challengers to the law employed a prpadi move which can be termed
figeographical evasiol.This strategy took advantage of a feature of the
Internet itself: a supposed indifference to national borders, the result of a
design that made sites or addresses accessible from anywheie Htvat
things were in the 1990s, at least, before filtering technologies got better).
Hence, the physical aspects of the illegal actévityhether gambling,
copyright infringement, or the sale of contrab@ngeresimply moved to a
place where iwasr illegal, but caild still be accessed. In practice that
meant the servers, and sometimes the people involved, left the United
States or Europe for some country unconcerned with thingddéke on
gambling,foreign copyright lawsor drug laws.

The story of Sealand prowd perhapsone of the more colorful
examples of this firsgeneration stratedy.Sealand is a tiny, self

real space, there. 0)

4. David R. Johnson & David Postaw and Borderd The Rise of Law in Cyberspacé8
STAN. L. REV. 1367,1370 (1996 emphases in original)

5. John Perry Barlow,A Declaration of the Independence of Cyberspd&aec. FRONTIER
FOuND. (Feb. 8, 1996), https://www.eff.org/cyberspacdependence.

6. AboutUs, PRINCIPALITY OF SEALAND, www.Sealandgov.org/about (last visitApr. 3, 2017).



10 SOUTHERN CALIFORNIA LAW REVIEW POSTSCRIPT [Vol. 90:PS7

proclaimedkingdom, some seven miles off the coast of Englahds
comprised of an abandoned offshore platform originally built as a sea
fortress dung the Second World War. In the early 2000s, a firm named
HavenCo, evidently borrowing Stephené&oidea inCryptmonicon set up
servers within the Kingdom of Sealand and proclaimed to the world that
they were nowithe first place on earth where people free to conduct
business without someone looking over their showderhe data on
Sealand servers would bphysically secure against any legal acfion
HavenCo boastetl.

While HavenCo didé meet the success for which its foundbesl
hoped? a morepractical version of the data haven idea succeeded in other
locations, including dozens of gambling sites in small Caribbean nations,
on the rock of Gibraltar, and the Isle of Mann. Similarly, the KaZaa
Company, now forgotten, but once the wésldhost sacessfufiile sharing
company, was invented in Holland by Swedish entrepreneurs who
incorporated the company in Vanuatu, a tiny island in Micronddia.
Pirate Bay, a more enduring site designed to facilitate piracy, operated with
apparent impunity out oSweden, then Seychelles, surviving even the
arrest of its founder®.

On the whole, geographic evasion did not prove a strategy of lasting
significance. The empiéor the natiorstaté struck back, and over the
2000slargely reestablished the primacy ofritorial sovereignty. In other
words, law enforcement managed to reestablish the expectation and
practice that even Internet firms would follow the rules dictated by the
geographically local governmeht.And while the United States was
aggressive in estlibhing this norm, it was not alone. Other states,
particular the European nations, and most of all China, were even more
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12 I't is notable that, over the 00s, atdBaryitoo big to bano
was not effective standing on its own. That strategy, whose greatest previous success was probably the
Sony Bet amax, suggests that regul ators or courts wonot be v

millions of users. But in practiceompanies like Napster and Grokster, despite having millions of
users, nonetheless were shut down. As we will discuss in a moment, the same phenomenon occurred
with popular online poker sites.
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aggressivé? With this movement, the idea of cyberspace as a legal space
died an early death. La®/existential crisis passed.

Looking back, we can see that, for example, in the entertainment
industries, the basic system created by copyright and its associated
licensing regimes buckled and swaybdt did not break. When it came to
video markets (film and televisiorf)le sharingsites never fully went away
(considerThe Pirate Bay) but ultimately did not prove an existential threat
to the revenue models of Hollywo@dmainline entertainment industries.
Some firms like YouTube, always ostensibly compliant with copyright
laws, eventuidy agreed to filter copyrighted materials more aggressively
and to share revenue surrounding their displ&mally, if the music
industry was transformed to a greater extenntbther parts of the
entertainment industry, the rise of online vendors fikenes and Spotify
legalized the use of the Internet for getting music and essentially
outcompeted the infringing rivals.

The same can be said of some of the other major efforts to avoid
restrictive laws. Online gambling was reduced by attacks on key
intermediaries, like credit cards and baftk&ome of the early drug sites
were simply shut down and their owners arrested. From the early years,
arguably the only previousiijlegal activity to successfully migrate to a
new level of legality was theornography industry, which survived and
even prospered during the administration of George W. ,Bukith was
ostensibly hostile to °

**

Over the 2010s, if broader ideas ofyberimmunity died, the sense
of opportunity remained. A second generation of -tawiding
entrepreneurs followed one of two paths. The first centered on improved
tactics of fievasiom and the second centered on better strategies of
flavoidanced The first cepended on better technologies to hide from law
enforcement; the secomelied ona combination of code design, lawyering,
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and political techniques. It was the second that would prove more
influential.

Following the first path, some sites responded tornagonstatés
assertions of legal authority by adopting more technically sophisticated
means for hiding their conduct, yielding what was colloquially called the
i d aw ekbTh@best known of these efforts was the Sitladwebsiteand
its successors (therare also lessknown darkweb sites devoted to
providing hacking services, fraud and counterfeiting services, the
organization of terrorism, and child pornographihese sites continued
the strategy of brazen lawbreaking, but tried to conceal it nitaetigely.

They may have been more successful than their predecessors in some ways,
butwereby definition harder to access, and therefore less threatening to the
legal system.

The second strategy was that chronicled i
which is intrinsically, a n Afavoi danceo strategy. Mor e I
technological, regulatory entrepreneurship is about loopholes, grey areas,
flavoisiond and the shaping of conduct to appear just right so as to sidestep
unfriendly legal regimes.

Pollman and Bayr describe this second strategy @srategically
operating in a zone of questionable legality or breaking the law until they
can (hopefully) change d® While | dorit disagree with this description,

I&d describe the most successful efforts @manicryo strategy, one made
possible, to use an old Larry Lesssgn, by thefplasticity of coded'’ It

works like this: one avoids a regulatory regime by shaping the conduct in
such a way as to resemble conduct that is both normatively accepted and
considered ledaor at least within &rey zone The idea is tdredesign(]
behavior for legal advantag®® The method can be compared to the
strategies used by tax attornpytsis what Leo Katz callgiavoisiond or

efforts tofiexploit the differences between a f@vgpals and its selflefined
limits.0*® Proponents of this strategy hope that with time and good
lobbying, they will be able to gain social, politicahd legal acceptance.

An importance difference between the two approaches is rhetorical,
even semiotic. Thenew generation of regulatory entrepreneurs made
studied efforts to project an image of respect for the law and legal system.

16. Pollman & Barry,supranote2, at399.

17. LAWRENCELESSIG CODE AND OTHER LAWS OF CYBERSPACE(1999).
18 Tim Wu,When Codés n 6 t, 89Va. lv ReEv. 679,682(2003)

19, Id.at692.
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That stands in stark contrast with the first generation and daekrweb
descendants, who made, at bemtly minimal efforts toshape their
behavior to look goadl and were anything but polite about it. Their
lawbreaking was brazen, sometimes proudly so. Anarchy and libertarian
rhetoric was the norm, and there was no kowtowing done or lobbyists
employed. Insteadhe idea was to gev users exactly what they wanted,
law be damnedyy relying on the magic of the aterritorilaternetor strong
encryption techniques. Consider that the first online gambling sites offered
roulette, blackjack, and sl@she kind of things you find in a da®. The
music sharing sites made some pretense of claiming to be about sharing
rather than piracy, but not in a manner that was particularly convincing.
Indeed, the Supreme CodGroksterdecision, which sank thide sharing
industry,such as it wadjxated on the fact that, when it came down to it,
these were companies whose entire identity depended on inducing®Biracy.

Silk Road and thelark web sites, which arose in the 2010s, were
perhaps most brazen of all. It was immediately obvious to any hiaer t
Silk Road was not the Internet version of Sears Roebuck, but rather an
underground bazaar for buying illegal drugs and other contraband like
forged passports or bonmaking manuals. Heée how its founder, who
went byfiDread Pirate Robertsgdescribedhe site:

Silk Road was founded on libertarian principles and continues to be

operated on them. It is a great idea and a great practical systefrhe

same principles that have allowed Silk Road to flourish can and do work

anywhere human beings conmugéther. The only difference is that the

State is unable to get its thieving murderous mitts 6h it.

To say that toda¥ regulatory entrepreneurs have tried to distance
themselves from Silk Ro&limage is merely to state the obvious. Like the
first generation, theecondgeneratiod firms like Airbnb, Uber, and Daily
Fantasy faced (and sought out) hostile regulatory regimes. But instead of
brazenly challenging those laws, they argued that they were perfectly fine
laws that were just meant for someotsee

A counterfactual might make the difference clear. If Uber had been
invented in 2000, it might have called itself tiBreaded Gyps¥abs

20. Metro-GoldenMayer Studios Inc. v. Grokster, Ltd545 U.S. 913939 (2004) [H]ath
company showed itself to be aiming to satisfy a known source of demand for copyright
infringement... .0 ) .
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Underground Drug Site Silk Road and Radical Libertaji#oRBES (Apr. 29, 2013 9:28 AM),
http://lwww.forbes.com/sites/andygreenberg/2013/04/29/colleptiedationsof-the-dreadpirate
robertsfounderof-the-drugsite-silk-roadandradicatlibertarian/#6de69c894f51.
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Groksted or something similar and provided an encrypted, secret way to
get at cheaper taxervices, probably thwing in some taxavoidance for
good measure. It would have probably based itself in the Caripdeaiits
founders might have been even more vocal about their contempt for the
regulatory state. It would also have provided an even bigger target for local
law enforcement, and probably led to the U.S. indictment of the founders at
some point. The real Uber, while providing a similar challenge to the
regulatory system, was far more lawyerly and political about doing so. It
seized on the legality of privatercservices (black cars) in some markets
and some of the norms of ridgkaring, and made itself into at least a quasi
legitimate firm that remained, nonetheless, a major challenge to the
regulatory regime that governs taxicabs. It also used its usersetdethr
politicians, a tactic thafile sharingsites never convincingly managed to
use.

The story of online gambling offers perhaps the clearest example of
this evolution from evasion to avoidance. The original Internet gambling
sites were, asv e 6 ga@, \vrtual replicas of casinos, usually located
overseas. This scheme worked until a crackdown in 2002 byNben
York Attorney General Eliot Spitzer, after which tbaline casinos lost
access to the easiest ways for gamblers to fund their acdouvigs,
MagerCard, and major bank% This made their expansion difficult and
confined the casinos to a customer base of hardcore gamblers willing to go
through the hassle of wiring money to overseas entities. In what amounted
to a second round, online gambling hacbaneback in thenid-2000swith
the opening of a series of online poker rooms, some backed by prominent
poker celebrities like Howard Lederer, tiferofessor of Pokay who lent
his name to a firm namdiFull Tilt Pokerd?® The legal theory of the poker
rooms, such as it was, was that poker was a game of skill and therefore did
not constitute gambling under federal or state ld®#splaying some lack
of confidence in their theoryhe sites were also, for good measure, located
oversead

Online poker had a@ecent run in the United States that lasted until
April 15, 2011, the sealledfiBlack Friday of the industry. On that day,
Preet Bharara, the U.S. Attorney for the Southern District of New York,
seized the domain names of the major poker firms (Poksrdtail Tilt,

22.  SeeGOLDSMITH & WU, supranotel, at 82.

23. Michael FriedmanTeam Ful | Tilt: The \UorDALAYER$AUG-8, r st Poker Dynasty
2006), http://www.cardplayer.com/cardplaypokermagazines/6559&amfull -tilt-19-15/articles/155
97-teamfulltilt -the-world-39-s-first-pokerdynastyfhttp://archive.li/jBrZ4.
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and Absolute Poker and criminally indicted all of their founders on
charges of money laundering, bank fraud, and violations of the Unlawful
Internet Gambling Enforcement A&t Suffice it to say that online poker, at
least in the United Statedid not prosper thereafter.

As poker proved a bust, a man named Nigel Eccles, who was involved
in the earlier versions of online gambling, came up with a new strategy that
depended more cleverly on the mimicry described above. The founders of
this new srategy noticed the general social acceptancémtfasy sports
leagues(in which players draft a virtuafiteand of players who then
compete against the virtual teams of other players, based on their actual
performance), and a favorable exception in the federal law that seemed to
exempt fantasy sports from a general ban on online ganfslifige only
problem was thatantasy sports leaguggically took an entire season to
play onefiround® making it unsuitable as a high volume gambling product.
The solution was a new produdbaily FantasySportso which condensed
the fantasyproduct into something that could beyed on a daily basis,
and, moreover, made it possible to place dozens or even hundreds of bets at
once?® In other words,it was a gambling product that, unlike poker or
blackjack, had a good reputation and whsven understood by most
people to be ganting at all.

Seen this way, the invention of Daily Fantasy Sports can be
understood as an effort to sideep the gambling laws, not by moving
overseashut by imitating something both socially accepted and if not
clearly legal, at least arguably legal. Biytue of their purported legality,
the main twdfantasysports companies, Fanduel and DraftKings, were able
to attract partnerships with legitimate entities including Major League
Baseballandthe National Football League, attract investments from major
banks, and were able to run advertising on networks that otherwise banned
advertisements for gambling.

The legal theory supportinDaily FantasySports was, in practice, a

24. Press Release, U.S. athe/Gs Office S. Dist. of N.Y., Manhattan U.S. Attorney Charges
Principals of Three Largest Internet Poker Companies with Bank Fraud, lllegal Gambling Offenses, and
Laundering Billions in lllegal Gambling Proceeds (Apr. 15, 20htfps://archives.fbi.gov/arches/
newyork/presseleases/2011/manhattars-attorneychargesprincipalsof-threelargestinternet
pokercompanieswith-bankfraud-llegal-gamblingoffensesandlaunderingbillions-in-illegal-
gamblingproceeds.

25.  Unlawful Internet Gambling Enforcemenict of 2006, 31 U.S.C. §36241)(E)(ix) (2012)

(exempting participation in fantasy sporNew from the definit
York v. DraftKings, Inc.No. 453054/20152015 WL 729027¢N.Y. Sup. Ct. Nov. 17, 2015).
26. See Complant, DraftKings 2015 WL 7290279, at 1. New Yor k St at eds

DraftKings was later settled, providing that DraftKingsuld cease to operate in New York.
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little shakier than as represented by the firms to their investors. Another
New York Attorney General, Eric Schneiderman, filed suit in 2015,
alleging thatDaily Fantasy Sports was simply a new form of illegal
gambling (namely, sports wagering or pool betting, long illegal in New
York). And the Attorney General, like his predecessors, witt initial
success in the court.But the ending of th®aily FantasySports story
differed from that of the last two rounds, for during round thttee New

York Legislaturebecame convincethat the best course of action was to
legalize and regulatéantasy gambling, citing, among other things, its
popularity?® Hence, unlike their predecessors in online gamblDajy
FantasySports has managed to achieve both a legality and lasting influence
that evaded its predecessors. It also effedfedot a full legalization of
online gambling in New York, a partial legalizatiohit, and as suglwas

a successful strategy of regulatory entrepreneurship.

If one looks carefully at other regulatory entrepreneurs, the same
patterns are evident. Airbnl platform for leasing rooms for short terms,
faced the challenge of the extensive regulattbasgovern hotels. Running
underground hotels itself wa@mgoing to fly normatively or legally. On the
other hand, practices like vacation rentals, sublgtéind the csual renting
out of rooms have long been toleratddbnb took advantage of this latter
normd though its approach has not been without setbacks, especially, once
again, in the state of New YarKhere,the legislature, unlikés approach
to gambling, acted to increase the penalties for private +sioaning?®

The mimicry approach doe@nalways work, as the story of Aereo
suggests. Aereo was a company, backed by media mogul Barry Diller, that
provided a television service by allowing its custrsnto lease tiny
antennas located remotely. It was, at some level, an easier way to get
broadcast television without the trouble of buying and installing an
antenna. But it was also, at another level, a challenge to the copyright
regime that governs theable industry and requires it to pay for the
retransmission of contefft.Predictably,Aereo wasimmediately sued for

27. SeeTrial Order at 1, New York v. Fanduel, Inc., No. 453056/A@15 WL 8490461N.Y.
Sup.Ct. Dec. 11, 2015fenjoining and restraining Fanduel and DraftKings from doing business in the
state of New York)
28. S. 8153, 201516 Leg. Sess. (N.Y. 2016) Ai[ T] he I nternet has become an integr
society, and interactive fantasy sports a méon of entertainment for many consumers. 0 )
29. S. 6340A, 201616 Leg. Sess. (N.Y. 2016). Signed into law on October 21, 2016, the bill
makes it illegal within the five boroughs of New York City to advertise entire homes on home sharing
websitedike Airbnb for occupanciegewer than 30 days.
30. 17 U.S.C. 811 (20D).






